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= Part-A Introduction
Program: Degtee Class: B Sc. [Yearsml Session: 2023-24
Subject: Computer Maintenance
Euuru Cn&e: S3-COMNID
Course Title: Advanced Network Management (Group A, Paper i)

Course Type (Core Course/ Elective/ | Discipline Specific Elective (Theory)
Generic Elective/ Vocational...):

Fre-requisite (IT To study t}u.i course, a $IJ.1dEnt must have had the knowledge of
any): network management in diploma program.

This course can be opted as discipline specific by the students of the
computer maintenance.

Course Learning | This course will enhance skills to setup, configure and administer
Outcomes (CLO) |networking system, and maintenance of networking devices and
software, Upon completing this course, students will be able to:

1. Gain in-depth theoretical and practical knowledge of network
management.

7 Demonstrate the understanding of networking hardware and
connecting devices.

3. Know various types of wireless networks and their management.

4. Understand the concept of network system, network operating
servicos,

5, Learn network services and network administration.

6. Configure and troubleshoot networking devices.

Credit value 4

Total Marks | Max. Marks: 30+70 Min, Passing Marks: 35

FPart-B: Content of the Course

Total no. of Lectures (in hours per week): 2,  Total Lectures: 60

Unit Topics No. of

1 | Wireless Networks: Advantages and disadvantages of wireless 12
nerworks, Types of wireless networks, Wircless Applications.

Wireless LANs Standards: TEFE 802. 1l{(ab/ginvac), Wi-Fi, and
802.16 (Wi-max), Types of wireless networks [BSS Ad-Hoc, BSS and
ESS Network fundamentals and deployment, Access point, Bridging,
Wireless router, WLAN architecture. uﬁ‘ﬂ
| Personal Area Networks: Bluetooth network: A seatter-net, Blueetooth A7 eI A C Lo

Ad Hoc topology, Bluctooth operating range, Key characteristics of puCe ‘JLPL pigﬂ‘&.&
bluetooth technology, Device classes of power management.
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(GPRS), Enhanced data GSM, Environment (EDGE), and Universal
mabile telecommunications service (UMTS), LTE 4G services in mohile
communication,

Wide Area Networks: Introduction to telecommunications, WAN |
Utilization: Selecting a WAN technology, PSTN (POTS) Connections, |
Leased lines: Leased linc types, Leased-ling hardware, and Leased-line |
applications. ISDN: ISDN services, ISDN communications, I'V.DI\"
hardware. Switching services, Frame relay, ATM, SONET.

Keywords: Wireless network, Wi-Fi, Wi-max, Bluetooth, GPRS, 4G
mobile, ISDN,

i1

Types of internet connections and protocols: Dialup, DSL/IADSIL,
Cable broadband, cable TV, Leased line, and satellite (V-Sat).
Designing a network: Requirement, Seeking approval, Designing a
home or small-uffice network. Selecting computers: Selecting a
networking protocol, Choosing a network medium and choosing a
network speed. Designing an internetwork: Segments and backbones,
Distributed and collapsed backbones, Backbone faull tolerance,
Selecting a backbone LAN protocol, Connecting to remote networks,
Selecting a wan topology, Planning internet access, Locating equipment,
Wiring closets, Data centers. Finalizing the design,

Network Systems: TCP/IP architecture, TCP/IP protocol stack, IP
versions. IPv4: IPv4 addressing, Subnet masking, IP address registration,
Special 1P addresses, Subnetting. IPv6: IPv6 addresses, IPvé address
structure. Ports and sockets, TCP/IP naming. TCP/IP protocols - DHCP,
ARP, ICMP, UDP, and TCP.

Keywords: Internet Connection, LAN, WAN, [Pv4, [Pv6, DHCP.

12

m

Domain name system: Host tables, Host tables problems, DNS
objectives. domain naming: Top-level domains, Second-level domains,
Sub~-domains. DNS [unctions: resource records, DINS name resolution,
Reverse name resolution, DNS name registration, Zone transfers. DNS
messaging: DNS header section, DNS guestion section, DNS Resource
record sections, DNS message notation,

MName resolution messages, Root name server discovery, Zone transfer
messages.

Network operating services: Windows: Role of windows, Versions,
service packs, Operating system overview: kernel mode components,
User mode components, Services. Windows networking architecture:
NDIS interface, Transport driver interface, Workstation service, Server
service, APIs. file systems - FATI6, FAT32, NTFS, Resilient file
system, Windows registry. Optional windows networking services:
active directory, Microsofi DHCP server, Microsofi DNS server,
Windows intemet naming service

12
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Active directory - Active directory architecture: object types, Object
naming, Domains, Trees and forests, DNS and active directory, CGlobal
catalog server. Deploying active directory: creating domain controllers,
Directory replication, and sites. Microsoft management console,
Designing an active directory: planning domains, Trees and forests.

. Keywords: 1Pvd, IPv6, DNS, DHCP, Network operating systems,
Windews Server.

IV | Linux: Understanding linux: linux distributions, Advantages and 12
disadvantages of linux, File systems, Linux installalion guestions,
Directory structure, Quick commands in linux. Working with linux files:
journaling, editing, lack of fragmentation.

Unix: Principles, Architecture, Versions, Networking, Using remote
commands, Network file system, Client-server networking. Other
network operating systems and Networking in the cloud.

Network services; Network clients: windows network clients,
Macintosh clients, Unix clients, Windows 10 interface.

Network administration: Locating applications and data in windows
systems, Server-based operating systems, Server-based applications and
storing data files. Controlling the workstation environment: drive
mappings in windows user profiles. Controlling the workstation registry:
using system policies.

Keywords: Linux, Unix, Network Administration, Network clients,
Server.

V | Network management and troubleshooting tools: Operating sysiem 12
utilities: windows utilities, TCP/IP utilities, Netwark analyzers, Filtering
data, Traffic analysis and protocol analysis. Cable testers.

Backing up: Backup hardware - backup capacity planning and hard disk
drives. RAID systems: using RAID and network attached storage. Backup
software; selecting backup targets, Backing up open files, Recovering
from a disaster, Job scheduling and rotating media. Backup
administration: event logging, Performing restores.

1P enabled services: Virtual private network (VPN), Enterprise private
network (EPN), Intranets and extranets, Duration Audicfvideo
intercoms, Video teleconferencing, Various Security cameras, Voice
over internet protocol (VOIF).

Keywaords: Management, Troubleshooting, VPN, EPN, VOIP.

Part-C: Learning Resources

Text Books:
1. Bobbi Sandberg, “Networking: The Complete Reference”, Third Edition, McGraw
Hill BEducation, 20135,
2. Richard Deal, “CCNA Cisco Certified Network Associate Study Guide™, 3rd Edition,
MeGraw Hill Edu::atmn 2008.
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3. Books published by Madhya Pradesh Hindi Granth Academy Bhopal in related
subjects.
Reference Bools:
| 1. Troy McMillan, “Cisco Networking Essentials™, John Wiley & Sons, 2012,
i 2. Toby J. Velte, and Anthony T. Velte, “Cisco a Beginner's Guide”, Fifth Edition,
McGraw Hill Education, 2013,
3. Andrew 5. Tanenbaum, “Computer Wetworks”, 5th Edition, Pearson-Prentice Hall,

]
]

2013,
4. Behrouz A. Frouzan, “Data Communications and NWetworking™, ’vIchw—Hlil
Education, 5th Edition, 201 3. i

Suggested digital platforms web links:
1. hups://mptel.acin/courses/106/105/106105081/
2, httpsﬁﬂpwlacmfmurs:sfil?ﬂm.-"lI’.’lﬂlﬂslﬂf
3. ; 2 106/105/106105183/
Mmmmmm@

Part D : Assessment and Evaluation (Theory)

Maximum marks : 100
Continuous Comprehensive Evaluation (CCE): 30

University Examination : ‘II]

Internal Assessment : Class T.ﬂ.rs.t 30
Continuous Comprehensive | Assignment/Preseniation

Evaluation (CCE):30

External Assessmeni @ Section A: very short Questions 70
University Exam Section: 70 | Section B: short Questions

Time : 03.00 Hours Section C: long Questions i
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Part-A Introduction |
Program: Degree Class: B.Sc. Year: 111 Session: 2023-24
Subject: Computer Maintenance 15
Comrse Code: : 1 SIB—CE}MIGE-D
Course Title: Ethics in Information Tmch_nﬂlogy {(Group A, Paper 2)

Generic Elective/ Yocational...):

Course Type (Core Course/ Minor/ | Discipline Specific Elective {Theory + Tutorials)

Pre-requisite (I | To study this course, a student must have had
any): computers in diploma program,

This course can be opted as a minor course
computer maintenance.

the basic knowledge of
by the students of the

1. Understand the basic concepts of ethics.
security.
information system.

related to its implementation.
3, Identify major national laws that affect the

Course Learning | This course will provide a background, foundation and insight into the ]
Outcomes (CLO) |many dimensions of legal and ethical aspects of information security to
the students. Upon completing this course, students will able to:

2. Explain the role of culture as it applies to ethics in information |

3. Know the contribution of ethies in security and privacy of

4. Be awarc of the technology used in the security of IS and regulations

practice of information

security,
| 6, Describe the different methods of applying laws and regulations.
]Crﬂlit value 6 (4 lectures + 2 tutorialy)
Total Marks Max. Marks: 100 | Min. Passing Marks: 35

Part-B: Coutent of the Course

Total no. of Lectures (in hours per week): 2, Total Lectures: 60
Total no. of Tutorials (in hours per week): 1, Total Tutorials: 30

ethical behavior, Computer ethics.

and religion.

The penal code,

Tutorial: Morality, Etiquettes,

Unit Topics No.of | No.of
Lectures | Tutorials
I |Computer ethics introdoetion: Introduction to social and 12 5

Morality and the law: Moral theories, Moral decision making, i C
Moral codes, Moral standards, Guilt and conscience, Morality = ;—:Y'."tlc

Law: The natural law, Conventional law, The purpose of law, {
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 Discuss the possibility of common morality in the age |
of globalization,
¢ Lapses in etigueltes occur when least expectad. The
consequences of which may vary depending on the
audience. Discuss these consequences and how
cliguettes are related to the moral code of the group.
Discuss your own situations that involved such lapses.
What does society expect from the offending
individual?
Keywords: Moral values, Social behavior, Religion, Ethics,
Law,

I

Ethics and ethical analysis: Traditional definition, Fthical
theories (Consequentialisrn, Deentology, Human nature,
Relativisn, Hedonism, Emotivism), Functional definition of
ethics, Ethical reasoning and Decision making.

Ethics and the professions: Evolution of professions, The
making of an cthical professional, Professional decision
making and ethics, Professionalism and ethical responsibilities.

Tutorial: Codes of ethics, whistle-blower.
* Discuss the objectives of codes of ethics.
» Using graphics, demonstrate the working of the
functional definition of ethics.
+ Discuss the effects of whistle-blowing on a whistle-
blower,
Keywords: Deontology, Emotivism, Homan nature,
Hedonism, Consequentialism, Relativism.

12

Privacy: Definition, Types of privacy, Value of privacy,
Privacy implications of database systems, Privacy violations
and legal implications, Privacy protection and clvil liberties,
Ethical and legal [ramework for information, Workplace
privacy, Security and privacy of information belonging 1o
children and in educational records, Security and privacy of
health information, Corporate information security and privacy
regulation,

Tutorial: Legal framework, Personal data protection.

o Attempt to draft an ethical framework. What do you
need to include? What should be in the legal
framework? Who should enact the laws in the
framework?

Keywords: Privacy, Personal data, Data protection, Legal
framework, Workplace privacy, Privacy regulation.

10

Intellectual property rights im cyberspace: Definitions,
Foundations of intellectual property- Copyrights (Copyright
basics, Copyright registration, Infringement and remedies),
Patents (Patent basics, Patent requirements, The patent
application process; Infringement and remedies), Trademarks

10
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(Trademark basics, Use in commerce, Trademark registration,
Infringement and remedics), Trade secrets.

Tutorial: Copyright, Patent etc.
* Discuss the ethical and legal issues surrounding
software ownership,
= Discuss to what extent the finger movements we use to
navigate on a smartphone fouch screen should be
patentable.
Keywords: Intellectual property rights, Copyrights, Patent,
Trademarks, Trade secrets.

V | Computer crimes and Indian law: General criminal law 16 10
concepts, Common criminal laws used in cyberspace- The
computer fraud and abuse, Computer trespass or intrusion,
Theft of information, Interception of communications, Spam
and phishing, Hacking, ldentity theft and credit card fraud ete.
Information technology law: Evolution of the IT Act, Genesis
and necessity, Salient features of the IT Act, 2000, Various
autherities under [T Act and their powers: penalties & offences,
amendments.

Tutorial: Information technalogy Act, 2000, Amendments.

» Discuss the powers and functions of various authorities
under the information technology Act, 2000 using case
study.

o Critically examine the various penal provisions under
the information technology Act, 2000 using case study.

» Infringement of data protection provisions under the
framework of LT, Act attragis both civil as well as
criminal lability. Discuss,

Keywords: Criminal law, Cyberspace, Cyber law, Computer
crimes, [T Act.

Part-C: Learning Resources

Text Books:
1. Kizza Joseph Migga, “Ethical and Social Issues in the Information Age”, Springer
London Dordrecht Heidelberg, New York, 2010, Fourth edition,
2. Grama Joanna Lyn, “Legal and Privacy lssuves in Information Security™, Jones &
Bartlett Leaming, UISA, 2020, Third Edition.
3. Books published by Madhya Pradesh Hindi Granth Academy Bhopal in related
subjects,

Reference Bools:
1. Baase Sara, "A Gift of Fire: Social Legal, and Ethical Issues for Computing
Technology”, Prentice-Hall, USA, 2013, Fourth edition.
2. The Information Technology Act, 2000; Bare Act — Professional Book Publishers,
New Delhi,

Suggested digital platforms web links:
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Part D : Asmament and Evaluation

Maximum marks : 100
Continuous Compreheasive Evaluation (CCE): 30
University Examination : 70

‘heory + Tutarials

Internal Assessmicnt : Clazs Tact 30
Continuous Comprehensive Assignment/Presentation

Evaluation {CCE): 30

External Assessment : Section A: very short Questions | 70
University Exam Section: 70 | Section B: short Questions

Time : 03.00 Hours Section C; long Questions
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Part-A Introduction

Program: Degree Class: B.S¢. | Year: IIT Session:2023-24
; Subject: C:ﬁn;;m.&-i';iaimenanm
) Course Code: S53-COMMN2T

Course Title: Hardware and Software Testing

Course Type (Core Course/ Elective! | Minor/ Elective (Theory)
Generic Elective/ Vocational...):

FPre-requisite (If To study this course, a smdent n:mgt have had the knowledge uf-
any); computer hardware & software and basics of programming SubjE:DlS
in diploma program.

This course can be opted as discipline specific by the students of the
computer maintenance.

Course Learning This course will equip the students with hardware and software

Cruicomes (CLG) testing tool and mechanisms. Upon completing this course, students
will be able to;

13. Know the impartance of testing.

14, Understand various types of hardware and software testing.
15, Leam about the integration testing.

16. Get insight into the various practical tools of testing.

;. 17. Recognize the importance of quality assurance testing.

Credit value 4

Total Marks Max. Marks: 30470 Min. Passing Marks:35

Part-B: Content of the Course
Total no. of Lectures (in hours per week):2, Total Lectures: 60

Unit Topics No. of
Lectures

I | Fundamentsals of testing: Errors, faults and failures. The cost of defects. 14
Testing process. The role of software testers. Testing in system
engineering: Hardware engineering and Software engineering.
Introduction to hardware testing: What is hardware testing? Types of
hardware testing, Need of hardware testing, Hardware verification &
validation testing, Hardware performance testing, Automation testing,
Compatibility/ Interoperability, Competitive analysiz, Functionality
testing, Localization testing, Performance/ Load/ Stress testing, Static vs,
Diynamic testing, Equivalence partitioning, Boundary condition testing.
Keywords: Testing, Hardware testing, Automation testing, Funetional
testing, Compatibility testing.

If | Basics of software configuration testing: Testing on physical machines 10 :
that connected hardware in LABs, Client level testing and Server level Co ur,{;ﬂ
testing, Difference between manual configuration testing and Aummg&cd Al S

configuration testing, White-box ﬂppmachf:s Stubs and Drivefs, Clﬂﬁp}_ﬁ‘fed
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LS|

coverage levels High Payoff White, Gray, and Black-box tests, Unique
issues in hardware testing, Real-time correctness: live mness, Race
conditions Hardware testing technigues.

Keywords: Configuration testing, Client-server testing, White-box tests,
Black-box tests, Real time correctness.

[l |Hardware software integration testing: Hardware! software interfaces 12
errors, Violations of soffware partitioning. Test cases and Test plan,
Inability to defect failures by built-in test, incorrect response (o hardware
failures, Incorrect or improper control of memory management hardware,
Hardware testing methods (electronic sub-systems, electrical components
& sub-systems and mechanical components & sub-systems), cornmonly
tested hardware products.

Keywaords: Integration testing, Hardware-software partitioning, Hardware
failures, Component testing, Subsystem testing.

IV |Open source automation hardware testing tools: Study of various 12
automation hardware testing tools such as Selenium, JMeter, JUnit cte.
Test automation best practices, When not to ust automatc testing-
sutomation for low/ medium veolume lest, automated test
systems for automated hardware test.

Keywords: Automation hardware testing, Selenium, JUnit, ?Meter, Open
source testing tools.

V | Quality Assurance (QA) testing in hardware: What is QA in hardware? 12
Testing at different QA levels (Design Phase, Manufacturing &
Operational Phase, & Assembly Phase), Hardware Component testing, |
reliability testing, Standard Compliance Test.
Keywords: Quality, Quality assurance, Quality assurance lesting,
Reliability testing, Standard compliance lest.

|

Part-C: Learning Resources

Text Bools:

1. Pation Ron, “Software testing”, Second Edition, Pearson Edication, New Delhi,

2007.
2. Rex Black, “Managing the Testing Process: Practical Tools and Techniques for
Managing Hardware and Software Testing”, Third Edition, Wiley, USA, 2008,

3. Books published by Madhya Pradesh Hindi Granth Academy Bhopal in related

subjects.

Reference Books:
1. Aditya P, Mathur, “Fuundations of Software Testing”, 2nd Edition, Pearson, Ne
Dethi, 2014.
5 % Unmesh Gundencha, “Selenium Testing Tools Cookbook™, Packt Publishin
Second edition. Mumbai, 2015.

N

Suggested digital platforms web links:

T

w
B
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2 s:/fonlinecourses.nptel.ac.inmocl9_cs? l/preview
3. hipsiyfwww.mooc-list. com/tags/automated-analysis
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Part D : Assessment and Evaluation (Theory)

Maximum marks ; 100
Continuous Comprehensive Evaluation (CCE): 30
University Examination : 70

Internal Assessment : Class Test
Continuous Comprehensive | Assighment/Presentation

30
Ewvaluation (CCE}:30
External Assessment ; Section A: very short Questions
University Exam Section; 70 | Section B: shont Questions 70
Time : 03.00 Hours Section C: long Questions

T
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Part-A Introduction

Program: Degree

Class: B 5S¢, Year: 111 Session: 2023-24

Course Code:

S3-COMN2P

Course Title;:

Hardware and Software Testing Lab

Course Type (Core Conrse/ Elective! | Minor/ Elective (Practical)
Generic Elective/ Vocational...):

Pre-requisite (1r
anyl:

To study this course, a student must have had the knowledge of
computer hardware & software and basics of programming subjects in
diploma program,

This course can be opted as discipline specific by the students of the
computer maintenance.

Course Learning
Outcomes (CLO)

This course will equip the students with hardware and software festing
tool and mechanisms. Upon completing this course, students will be
able to;

[T oy ot ey

Know the testing environment of a system.

Perform various types of hardware and software testing.
Learn about the integration testing for a system.
Practice on various open source tools of testing.
Recognize the importance of quality assurance testing,

Credit value

p

Total Marks

Max. Marks: 100 Min. Passing Marks: 35

e —

Part-B: Content of the Course

Total no. of Practical (in hours per week): 2, Total Practical hours: 60

Keywaords:

2. Perform  hardware performance testing, Compatibility/
Interoperability, Competitive analysis, Functionality testing,
Performance/ Load/ Stress testing on the following:

(i) The hardware platform (i) The operating system (i) The
web browser (iv) browser plug-ins (v) browser options
and settings (vi) video resolution and color depth, text
size, and modem speeds.

Unit Topics No. of
Lectures |
I L. Understand the testing environment of a system. 14

Y

Testing  environment, Competitive  analysis, ADT

Functionality testing, Load testing, Hardware platform.

Kepwords:

I | 1. Consider hardware problem as the source of a bug. Use white- 10
box test techniques to look for rece conditions, boundary
conditions, memory leaks, and other similar problems. See if the
bug is state related, such as initial state or later state dependent.
White-box testing, Race condition, Boundary
condition, Memory leaks, Bugs.
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S &

. HI | 1. Perform the following testing activities in a system: 16

! * Develop a set of test criteria

5 * Apply ‘non-operating' tests to ensure that equipment can
stand up to expected levels of physical handling, such as
transit drop tests

¢ Examining if appropriaie any code ‘hard wired' in hardware
{this code is sometimes known as firmware) (0 ensure its
logical correctness and to ensure that appropriate standards
are followed

* Apply functionel tests to determine whether the test criteria |
have been met |

+ Apply qualitative assessments to determine whether the test
criteria have been met

* Conduct tests in both 'laboratory’ conditions and in a variety
of 'real life' conditions

* Conduct tosts over an extended period of time, to ensure
systems can perform consistently

¢ Conduct 'load tests', simulating as closely as possible a
variety of 'real life' conditions and using or exceeding the
amounts of data that could be expected in an actual situation

« Verify that 'what goes in® is 'what comes out, by entering
known data and checking that the outpur agrees with the input

Keywords: Test criteria, Functional test, Load test, Test data,
Firmware,

IV | Explore the functionalities of JMeter toal to check the network 10
performance and also how do you automate a test case using Selenium
WebDriver, and Junit?

Keywords: IMeter, Automation test, Selenium, Junit, WebDriver,

V | Test the any hardware for the verification of reliability and also test 10
al the different levels of QA in a system environment.

Keywords: Verification, Quality assurance, Hardware environment,
Reliability, System environment.

Part-C: Learning Resources

Text Books:
L. Patton Ron, Sefiware testing, Second Edition, Pearson Edication, New Delhi, 2007.
2. Black Rex, Managing the Testing Process: Practical Tools and Techniques for

Managing Hardware and Software Testing, Third Edition, Wiley, USA, 2009.
3. Books published by Madhya Pradesh Hindi Granth Academy Bhopal in related

subjects,
Reference Books:
1. Mathur Aditya P., Foundations of Software Testing, 2nd Edition, Pearson, New Delhi, |
, 2014.
2. Gundencha Unmesh, Selenium Testing Tools Cookbook, Packt, Publishing, Second |
edition, Mumbai, 2015. aic €0 ey 1
P .._: LA

pcad ed
Suggested digital platforms web links: AUPIUV |
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- htipsi//www.bookdepository. com/System-level-Test-Validation-Hardware-Software
Systems-Matteo-Sonza-Reorda/9781 849969536
MM\QMEMMHN

3- httpsy//www.mooc-list.com/tags/aulomated-analysis

4. https://wwyw.eshiksha.mp.gov.in/mpdhe/

Part-D: Assessment and Evaluation

Maximum marks for Practical course is 100, including Continuous Comprehensive
Evaluation (CCE}) (30 marks) and Eternal University exam (70 marks).

Practical Conrse

Internal Assessment

Marks

External Assessment - Mnrksg

Class Interaction /Quiz

Viva voce on practical ! |

Aﬂendanca Practical record file
_____ 30 | 70
Assignments (Charts/ Model Seminar Table works/ Experiments ,s
/ Rural Servicey Techmology
Dissemination’ Report of Excursion/
Lab Visits/ Survey / Industrial visit)
Total 30 Total 70
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